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$EVWUDFW

$SHHU WR3HHUQHWZRUNZKLFK LVDSDUWRIKLJKO\GLVWULEXWHGV\VWHPVFRQWDLQVDGLYHUVHQXPEHURIQRGHV WR IRUPDQHWZRUN
7KHVHQRGHVDUHXVHG WR H[FKDQJHFRQWHQW FRQWDLQLQJDXGLRYLGHRGDWD DQGYDULRXVNLQGVRI ILOHVZLWKRXW WKHXVHRI D VLQJOH
VHUYHUDVLQ&OLHQWVHUYHUDUFKLWHFWXUH6XFKW\SHRIILOHVPDNHVWKHQHWZRUNKLJKO\YXOQHUDEOH,QWKHDUHDRISHHUWRSHHUVHFXULW\











XVLQJ LWGRHVQ¶WXVH&OLHQW6HUYHU0RGHO VR LW UHTXLUHVPRUHVHFXULW\ IHDWXUHV ,Q331HWZRUNDOO WKHSHHUVKDYH
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KDSSHQLQJEHWZHHQWKHSHHUV7KLVKDPSHUVWKHLQWHJULW\IHDWXUHRIVHFXULW\
3.2. Communication Jamming 
,Q WKLV DWWDFN WKH DWWDFNHU FDQ HYHQ MDP WKH QHWZRUN DQG GLVWXUE WKH QHWZRUN E\ UHSHDWHGO\ VHQGLQJ IDOVH GDWD
MRLQLQJDQGOHDYLQJWKHQHWZRUNDVZHOODVE\URXWLQJUHVXOWLQJLQGHQLDORIVHUYLFH
3.3. Injection and Modification 
+HUHWKHDWWDFNHUFDQDOVRIORRGILOHVFRQWDLQLQJPDOLFLRXVFRGHOLNHYLUXVZRUPVERWVDQGWU\WRLQIHFWWKHQRGHVLQ
WKHQHWZRUN,WFDQDOVRIORDWIDOVHILOHVWRFUHDWHFRQJHVWLRQLQQHWZRUNDQGWU\WRZDVWHWKHEDQGZLGWK
3.4. Sybil Attack 
6\ELO$WWDFNFDQDOVREHYXOQHUDELOLW\DVWKHDWWDFNHUJHQHUDWHVQXPEHURISVHXGRQRGHVDQGWKHVHQRGHVEUHDNWKH
OLQNEHWZHHQWKHDFWXDOSHHUVDQGILOHH[FKDQJHLVQRWDFFRPSOLVKHG











x Bandwidth Attack 
7KHDWWDFNHUPD\RFFXS\WKHZKROHEDQGZLGWKRIWKHYLFWLPVRWKHYLFWLPLVQRZQRWDEOHWRVKDUHDQ\WKLQJ,QVXFK
DWWDFNVWKHDWWDFNHUDFWVDV WKHQHLJKERXURIPDQ\LQWKHURXWLQJWDEOH$QGZKHQHYHUDSHHUZRXOGZDQW WRVKDUH




)ROORZLQJDUH WKHNH\PHDVXUHVZKLFKVKRXOGEHFRQVLGHUHGIRUDVDIHDQGVHFXUHFRPPXQLFDWLRQ LQSHHU WRSHHU
QHWZRUN
4.1. User authentication 
%HIRUHMRLQLQJWKHQHWZRUNHYHU\SHHUPXVWSURYHLWVLGHQWLW\ZKLFKFDQEHGRQHXVLQJPHFKDQLVPVOLNHXVHUQDPH
DQGSDVVZRUGRUDQ\RWKHUXQLTXHLGHQWLILHU
4.2. Privacy protection 
$QRQ\PLW\LVRQHWKHNH\IHDWXUHLQVHFXULW\LQZKLFKWKHUHDOLGHQWLW\RIWKHXVHULVQRWUHYHDOHG
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4.3. Data integrity 
7KLVIHDWXUHGHDOVZLWKWKHJHQXLQHQHVVRIWKHGDWD7KHGDWDPXVWEHSURWHFWHGIURPDQ\XQDXWKRUL]HGDFFHVVDVWKH
DWWDFNHUFDQDGGPDOLFLRXVFRGHWKDWFDQPRGLI\WKHGDWDRUFDQHYHQFKDQJHWKHGDWDFRPSOHWHO\
4.4. Access control 




SUHIHUHQFHV0RUH FRPSOH[ WKH LQWHUIDFHPRUHZLOO EH WKH FKDQFHV WKDW WKH XVHUPLJKW FKRRVH VXFK D VHWWLQJ WKDW
PLJKWEHDWKUHDWWRWKHQHWZRUN





7KH GDWD EHLQJ H[FKDQJHG EHWZHHQ WKH SHHUV VKRXOG EH LQ WKH HQFU\SWHG IRUP 7KLV FDQ EH GRQH XVLQJ FODVVLFDO
FU\SWRV\VWHP
5.2. Key exchange 
7KHNH\VXVHGIRUHQFU\SWLRQRIGDWDPXVWEHVDIHO\H[FKDQJHGEHWZHHQWKHSHHUV








0DMRULW\ RI WKH XVHUV RI WKH SHHU WR SHHU QHWZRUN DUH QRW FRRSHUDWLQJ DQG QRW FRQWULEXWLQJ WR WKH QHWZRUN 7KH\
GRZQORDGGDWDIURPRWKHUSHHUVEXWGRQRWVKDUHGDWDWKHPVHOYHVDQGWKLVLVZKDWZHFDOODVIUHHULGLQJ)UHHULGLQJ
LVDVHULRXVWKUHDWWRDSHHUWRSHHUQHWZRUNZKLFKKDPSHUVDYDLODELOLW\RIGDWD'XHWRVXFKWKUHDWVRQO\VRPHRIWKH







x Barter Mechanism 
,WLVWUDGHEDVHGLQFHQWLYHV\VWHPZKHUHWKHFRQVXPHUUHPXQHUDWHVWKHSURYLGHUE\SURYLGLQJDVHUYLFHLQUHWXUQDQG
WKLV VHUYLFH FDQ EH H[HFXWHG GXULQJRU LPPHGLDWHO\ DIWHU WKH SURYLGHU SURYLGHV WKH VHUYLFH RU WKH VHUYLFH FDQEH
GHOD\HGZLWKDSURPLVH WKDW LWZLOOEHH[HFXWHG LQ IXWXUH7KLVVFKHPH LVTXLWHSRSXODU LQ%LW7RUUHQW ILOHVKDULQJ
FOLHQW%DUWHU7UDGHV\VWHPSURYLGHVFRQWURORYHU)UHH5LGLQJEXWSUREOHPKHUHLVILQGLQJSHHUVZKRDUHH[FKDQJLQJ
VDPHILOHV WKLVEHFRPHVDELJLVVXHDV WKHV\VWHPKDVOHVVQXPEHURIFOLHQWVEXWZLWKLQD ODUJHJURXSWKLVFDQEH
GRQHHDVLO\$QRWKHUELJDGYDQWDJHRIEDUWHUWUDGHV\VWHPLVDQRQ\PLW\DVWKHVHUYLFHVDUHH[FKDQJHGLPPHGLDWHO\
6.2. Reputation and Trust 

























WKH QHWZRUN DQG LI WKH SHUIRUPDQFH RI WKH SHHU LV QRW XSWR WKHPDUN WKHQ WKH VFRUHZLOO EH GHFUHDVHG DQG LI WKH
VHUYLFHSURYLGHGLVQRWSRVLQJDQ\SUREOHPWRRWKHUSHHUVWKHQWKHVFRUHZLOOEHLQFUHDVHGDQGDQHZSHHUFDQJDLQ
UHSXWDWLRQ

























$QRWKHUPHDVXUH WKDW FDQ EH DSSOLHG LV WKDW D QHWZRUN FDQKDYH D SDUWLFXODU SDWWHUQ VR WKH&$ FDQ ORRN IRU DQ\
XQXVXDOEHKDYLRXU,ILWILQGVVRPHWKLQJZURQJLQWKHQHWZRUNLQFDQLPPHGLDWHO\VWRSWUDQVPLVVLRQRIGDWDVRWKH
XQLQIHFWHGSHHUVFRXOGEHVDYHG)RUH[DPSOH LQQRUPDOFRQGLWLRQV WZRRU WKUHHSHHUV OHDYH WKHQHWZRUNEXW LQD
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$SSOLFDWLRQV




















,Q WKLV UHVHDUFK SDSHU ZH KDYH WULHG WR DQVZHU FHUWDLQ TXHVWLRQV RQ VHFXULW\ LQ SHHU WR SHHU QHWZRUN:H KDYH
SURSRVHG FHUWDLQ VROXWLRQV IRU VRPH DWWDFNV WKDW WDNH SODFH LQ SHHU WR SHHU QHWZRUNV:H VWDUWHG RXU UHVHDUFK E\




ZLOO EH FKHFNHG E\ WKH FHQWUDO DXWKRULW\ 7KLV FKHFN E\ WKH FHQWUDO DXWKRULW\ ZLOO EH PDLQO\ EDVHG RQ WKH
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